
















Architecture Overlapping 
associations 

Shifted 
associations 

Significant 
in SD 

Significant 
in OD 

Fast ML Univariable 16 / 37 3 / 37 18 / 37 25 / 37 
Multivariable 26 / 37 1 / 37 14 / 37 18 / 37 

Gaussian 
Copula 

Univariable 13 / 37 11 / 37 17 / 37 25 / 37 
Multivariable 18 / 37 9 / 37 12 / 37 18 / 37 

CTGAN Univariable 17 / 37 6 / 37 31 / 37 25 / 37 
Multivariable 20 / 37 7 / 37 13 / 37 18 / 37 

DP-CGAN Univariable 22 / 37 5 / 37 26 / 37 25 / 37 
Multivariable 23 / 37 9 / 37 14 / 37 18 / 37 

Table 1: Summary of the number of overlapping, shifted and statistically significant associations (after one-hot encoding) 
comparing a synthetic dataset of 3100 subjects to the original dataset of 3735 subjects. . CC-BY-NC 4.0 International licenseIt is made available under a 
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Privacy concealment 

For a given training sample, as one generates ever-larger sample sizes of SD, for all generators 
except DP-CGAN, there comes a point where a ‘real’ subject’s information becomes replicated 
into the SD. This would correspond to a minimum Hamming distance in given SD equalling to 
zero. 

Figure 3 illustrates how the probability of a real patient being replicated in an SD dataset 
generally tends to increase for all architectures except for DP-CGAN. The figure shows the 
proportion of identical subjects in training and SD set, normalised to the size of the training set. 
The DP-CGAN appears entirely insensitive to training and generation sample size, as we were 
consistently able to generate up to 39100 SD samples without replicating any real subjects.  

For Fast ML and Gaussian Copula, when generating 39100 subjects in the SD, there will be 
approximately 5% of synthetic subjects perfectly resembling ‘real’ subjects, and this occurred 
independently of the training sample size. The number of replicated subjects in the SD 
decreases roughly linearly towards zero when (obviously) the SD size is zero. 

The training sample size of the CTGAN is notable; for 1100 training subjects and fewer, 
the number of replicated subjects is very low, barely just above that of the DP-CGAN which 
was always zero. However, when a training sample size of 3100 or more is used, the CTGAN 
switched to a state where it was much more likely than Fast ML or Gaussian Copula to replicate 
a real subject in the SD. This consistently reaches up to 15% of synthetic subjects perfectly 
resembling ‘real’ subjects, when 39100 synthetic subjects are generated. Note that this is the 
same range of training sample dependence where the veracity metric of density – and precision 
– switches from poor (~0.50) to acceptable (~0.70) for the CTGAN, in Figure 2.
However, the training and generation loss curves (see supplementary material S14 and S15) did
not specifically indicate a clear sign of ‘model collapse’ for the CTGAN in this range of training
sample sizes.

Even if real subjects’ values are not fully replicated in the SD, it might still be possible to 
identify sensitive information through attribute inference attacks. Figure 4 plots the attribute 
inference score from the CAP algorithm. Higher scores imply better concealment, therefore 
presenting lower risk of exposing sensitive information (here, self-perception of attractiveness) 
via an attribute inference attack using only the SD. Concealment score for Fast ML and 
Gaussian Copula were insensitive to training sample size and to SD sample size; median scores 
were 0.41 and 0.46, respectively. Concealment in CTGAN and DP-CGAN was dependent on 
training sample size, but not dependent on SD output size; range of scores were 0.32 to 0.40 
and 0.34 to 0.42, respectively. However, Figure 4 shows that attribute inference is not directly 
related to replication of real subjects in the SD.  
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Variables of the original dataset, variables with an asterisk (*) are summed questionnaire 
scores and were considered categorical to avoid generation of impossible outcomes i.e., 
scores that are technically not possible when determining a score. 

CATEGORICAL CONTINUOUS DICHOTOMOUS 
Tumour type Age Biological sex 
Tumour stage Romantic partnership 
Educational level Chemotherapy 
Time since diagnosis Radiotherapy 
Body mass index Hormone therapy 
Maladaptive coping style* Targeted therapy 
Physical functioning* Sexual attractiveness 
Role functioning* Negative body image 
Emotional functioning* 
Cognitive functioning* 
Social functioning* 
Global health status* 

Supplementary material S1: Variables of the original dataset and their datatype
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 The Fast ML generator does not have modifiable parameters 

parameters. Default (hyper)parameters Fast ML Gaussian Copula CTGAN DP-CGAN 
Synthetic Data Vault 

version 
0.18.0 0.18.0 0.18.0 0.14.0 

Field distribution None 
Default distribution Truncated 

Gaussian 
Deep learning parameters 

Epochs 300 2000 
Batch size 500 100 

Log frequency True True 
Embedding dimension 128 128 

Generator dimension (256, 256) (128, 128, 128) 
Compress dimension 

Decompress dimension 
Discriminator dimension (256, 256) (128, 128, 128) 
Generator learning rate 2 * 10-4 1 * 10-4 

Generator decay 1 * 10-6 1 * 10-6 
Discriminator learning rate 2 * 10-4 1 * 10-4 

Discriminator decay 1 * 10-6 1 * 10-6 
Discriminator steps 1 1 

Verbose True True 
CUDA True True 

Private False 
L2scale 

Loss factor 

Supplementary material S2: Generator (hyper-) parameters per architecture
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The variable information (or metadata) was provided to Synthetic Data Vault (SDV) 
generators as a Python dictionary stored in JSON format as necessary for SDV’s 
specific version. 

Field names were adjusted for publication. 

{ 

    "fields": { 

        "age": {"type": "numerical", "subtype": "integer"}, 

        "biological_sex": {"type": "boolean"}, 

        "tumour_stage ": {"type": "categorical"}, 

        "partnership_status": {"type": "boolean"}, 

        "educational_level": {"type": "categorical"}, 

        "physical_functioning": {"type": "categorical"}, 

        "role_functioning": {"type": "categorical"}, 

        "emotional_functioning": {"type": "categorical"}, 

        "cognitive_functioning": {"type": "categorical"}, 

        "social_functioning": {"type": "categorical"}, 

        "global_health_status": {"type": "categorical"}, 

        "maladaptive_coping": {"type": "categorical"}, 

        "chemotherapy": {"type": "boolean"}, 

        "radiotherapy": {"type": "boolean"}, 

        "hormonetherapy": {"type": "boolean"}, 

        "targettedtherapy": {"type": "boolean"}, 

        "body_mass_index": {"type": "categorical"}, 

        "time_since_diagnosis": {"type": "categorical"}, 

        "sexual_attractiveness": {"type": "boolean"}, 

        "negative_body_image": {"type": "boolean"}, 

        "cancer_type": { "type": "categorical"} 

    } 

} 

Supplementary material S3: Variable metadata as provided to the generator
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Fake samples

Real samples

Precision = = 100%1 + 1 + 1 + 1 + 1
1 + 1 + 1 + 1 + 1

Density = 2 + 1 + 1 + 1 + 1
2 + 2 + 2 + 2 + 2 = 60%

k = 2

Real manifold

Real outlier

(a) Precision versus density.

Fake manifold

k = 1

Recall = = 100%5
5 Coverage = = 20%1

5

Real manifold

k = 1

(b) Recall versus coverage.

Supplementary material S4: Overview of metrics. Two example scenarios for illustrating the advantage of density over 
precision and coverage over recall. Note that for recall versus coverage figure, the real and fake samples are identical across 
left and right. [Taken from the original article (DOI: 10.5555/3524938.3525603) with consent of the corresponding author].
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0 1 2 3 4 5

Odds ratios univariable analysis
Fast ML

Synthetic dataset with 3100 samples

Sexual attractiveness
Global Health status

Social functioning
Cognitive functioning
Emotional functioning

Role functioning
Physical functioning

Maladaptive coping style
BMI - Obesity

BMI - Overweight
BMI - Underweight

Time since diagnosis - 10-15 years
Time since diagnosis - <10 years

Targeted therapy
Hormone therapy

Radiotherapy
Chemotherapy

Tumour stage - missing
Tumour stage -  IV
Tumour stage - III
Tumour stage - II

Tumour type - Other
Tumour type - Myeloid haematological malignancies

Tumour type - Lymphoid haematological malignancies
Tumour type - Germ cell tumour

Tumour type - Bone and soft tissue sarcoma
Tumour type - Central nervous system

Tumour type - Thyroid gland
Tumour type - Female genitalia

Tumour type - Breast
Tumour type - Digestive tract other

Tumour type - Colon and rectal
Tumour type - Head and neck

Level of education - Low
Level of education - Medium

Partner
Biological sex

5.68(4.07 - 7.94)
0.94(0.94 - 0.95)
0.96(0.96 - 0.97)
0.97(0.96 - 0.97)
0.95(0.94 - 0.95)
0.97(0.96 - 0.97)
0.95(0.95 - 0.96)
1.19(1.16 - 1.22)
3.60(2.82 - 4.60)
1.26(1.02 - 1.56)
1.85(0.95 - 3.63)
1.03(0.81 - 1.31)
1.45(1.16 - 1.82)
1.36(0.99 - 1.85)
2.20(1.74 - 2.79)
1.43(1.19 - 1.71)
1.40(1.16 - 1.69)
1.20(0.88 - 1.64)
1.45(0.94 - 2.23)
1.44(1.09 - 1.89)
1.57(1.26 - 1.97)
2.10(0.95 - 4.64)
2.35(1.21 - 4.58)
2.12(1.24 - 3.62)
0.82(0.46 - 1.47)
1.84(0.94 - 3.59)
2.44(1.26 - 4.73)
1.72(0.91 - 3.22)
3.89(2.29 - 6.63)
3.67(2.21 - 6.08)
3.33(1.21 - 9.20)
1.57(0.65 - 3.76)
1.55(0.72 - 3.34)
2.40(0.94 - 6.09)
1.51(1.25 - 1.81)
0.49(0.40 - 0.61)
3.54(2.80 - 4.46)

1.95(1.61 - 2.37)
0.99(0.98 - 0.99)
0.98(0.97 - 0.98)
0.98(0.98 - 0.98)
0.97(0.96 - 0.97)
0.98(0.98 - 0.98)
0.97(0.96 - 0.97)
1.07(1.05 - 1.09)
1.95(1.46 - 2.61)
1.41(1.16 - 1.71)
2.97(1.40 - 6.31)
0.96(0.77 - 1.20)
1.04(0.83 - 1.29)
0.98(0.70 - 1.38)
1.59(1.27 - 2.00)
1.26(1.05 - 1.50)
1.19(0.99 - 1.42)
1.30(0.97 - 1.75)
1.26(0.81 - 1.97)
0.93(0.71 - 1.22)
0.96(0.77 - 1.20)
0.71(0.34 - 1.51)
0.71(0.40 - 1.27)
0.94(0.63 - 1.41)
0.90(0.61 - 1.33)
1.19(0.72 - 1.97)
0.42(0.21 - 0.84)
0.99(0.61 - 1.60)
0.91(0.60 - 1.39)
0.88(0.60 - 1.29)
1.23(0.43 - 3.58)
0.55(0.24 - 1.24)
0.79(0.41 - 1.52)
1.80(0.48 - 6.83)
1.37(1.15 - 1.64)
0.72(0.59 - 0.89)
1.86(1.54 - 2.23)

Reference Data Synthetic Data

Supplementary Material S6: Effect measure plot for the univariable logistic regression analysis on negative body image using datasets produced by Fast ML.
The blue graphics represent the odds ratios and confidence intervals of the original (training) data, whilst the orange graphics represents those belonging to the synthetic data.
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0 1 2 3 4 5

Odds ratios univariable analysis
Gaussian Copula

Synthetic dataset with 3100 samples

Sexual attractiveness
Global Health status

Social functioning
Cognitive functioning
Emotional functioning

Role functioning
Physical functioning

Maladaptive coping style
BMI - Obesity

BMI - Overweight
BMI - Underweight

Time since diagnosis - 10-15 years
Time since diagnosis - <10 years

Targeted therapy
Hormone therapy

Radiotherapy
Chemotherapy

Tumour stage - missing
Tumour stage -  IV
Tumour stage - III
Tumour stage - II

Tumour type - Other
Tumour type - Myeloid haematological malignancies

Tumour type - Lymphoid haematological malignancies
Tumour type - Germ cell tumour

Tumour type - Bone and soft tissue sarcoma
Tumour type - Central nervous system

Tumour type - Thyroid gland
Tumour type - Female genitalia

Tumour type - Breast
Tumour type - Digestive tract other

Tumour type - Colon and rectal
Tumour type - Head and neck

Level of education - Low
Level of education - Medium

Partner
Biological sex

5.68(4.07 - 7.94)
0.94(0.94 - 0.95)
0.96(0.96 - 0.97)
0.97(0.96 - 0.97)
0.95(0.94 - 0.95)
0.97(0.96 - 0.97)
0.95(0.95 - 0.96)
1.19(1.16 - 1.22)
3.60(2.82 - 4.60)
1.26(1.02 - 1.56)
1.85(0.95 - 3.63)
1.03(0.81 - 1.31)
1.45(1.16 - 1.82)
1.36(0.99 - 1.85)
2.20(1.74 - 2.79)
1.43(1.19 - 1.71)
1.40(1.16 - 1.69)
1.20(0.88 - 1.64)
1.45(0.94 - 2.23)
1.44(1.09 - 1.89)
1.57(1.26 - 1.97)
2.10(0.95 - 4.64)
2.35(1.21 - 4.58)
2.12(1.24 - 3.62)
0.82(0.46 - 1.47)
1.84(0.94 - 3.59)
2.44(1.26 - 4.73)
1.72(0.91 - 3.22)
3.89(2.29 - 6.63)
3.67(2.21 - 6.08)
3.33(1.21 - 9.20)
1.57(0.65 - 3.76)
1.55(0.72 - 3.34)
2.40(0.94 - 6.09)
1.51(1.25 - 1.81)
0.49(0.40 - 0.61)
3.54(2.80 - 4.46)

1.95(1.61 - 2.37)
0.99(0.98 - 0.99)
0.98(0.97 - 0.98)
0.98(0.98 - 0.98)
0.97(0.96 - 0.97)
0.98(0.98 - 0.98)
0.97(0.96 - 0.97)
1.07(1.05 - 1.09)
1.95(1.46 - 2.61)
1.41(1.16 - 1.71)
2.97(1.40 - 6.31)
0.96(0.77 - 1.20)
1.04(0.83 - 1.29)
0.98(0.70 - 1.38)
1.59(1.27 - 2.00)
1.26(1.05 - 1.50)
1.19(0.99 - 1.42)
1.30(0.97 - 1.75)
1.26(0.81 - 1.97)
0.93(0.71 - 1.22)
0.96(0.77 - 1.20)
0.71(0.34 - 1.51)
0.71(0.40 - 1.27)
0.94(0.63 - 1.41)
0.90(0.61 - 1.33)
1.19(0.72 - 1.97)
0.42(0.21 - 0.84)
0.99(0.61 - 1.60)
0.91(0.60 - 1.39)
0.88(0.60 - 1.29)
1.23(0.43 - 3.58)
0.55(0.24 - 1.24)
0.79(0.41 - 1.52)
1.80(0.48 - 6.83)
1.37(1.15 - 1.64)
0.72(0.59 - 0.89)
1.86(1.54 - 2.23)

Reference Data Synthetic Data

Supplementary Material S7: Effect measure plot for the univariable logistic regression analysis on negative body image using datasets produced by Gaussian Copula.
The blue graphics represent the odds ratios and confidence intervals of the original (training) data, whilst the orange graphics represents those belonging to the synthetic data.
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0 1 2 3 4 5

Odds ratios univariable analysis
CTGAN

Synthetic dataset with 3100 samples

Sexual attractiveness
Global Health status

Social functioning
Cognitive functioning
Emotional functioning

Role functioning
Physical functioning

Maladaptive coping style
BMI - Obesity

BMI - Overweight
BMI - Underweight

Time since diagnosis - 10-15 years
Time since diagnosis - <10 years

Targeted therapy
Hormone therapy

Radiotherapy
Chemotherapy

Tumour stage - missing
Tumour stage -  IV
Tumour stage - III
Tumour stage - II

Tumour type - Other
Tumour type - Myeloid haematological malignancies

Tumour type - Lymphoid haematological malignancies
Tumour type - Germ cell tumour

Tumour type - Bone and soft tissue sarcoma
Tumour type - Central nervous system

Tumour type - Thyroid gland
Tumour type - Female genitalia

Tumour type - Breast
Tumour type - Digestive tract other

Tumour type - Colon and rectal
Tumour type - Head and neck

Level of education - Low
Level of education - Medium

Partner
Biological sex

5.68(4.07 - 7.94)
0.94(0.94 - 0.95)
0.96(0.96 - 0.97)
0.97(0.96 - 0.97)
0.95(0.94 - 0.95)
0.97(0.96 - 0.97)
0.95(0.95 - 0.96)
1.19(1.16 - 1.22)
3.60(2.82 - 4.60)
1.26(1.02 - 1.56)
1.85(0.95 - 3.63)
1.03(0.81 - 1.31)
1.45(1.16 - 1.82)
1.36(0.99 - 1.85)
2.20(1.74 - 2.79)
1.43(1.19 - 1.71)
1.40(1.16 - 1.69)
1.20(0.88 - 1.64)
1.45(0.94 - 2.23)
1.44(1.09 - 1.89)
1.57(1.26 - 1.97)
2.10(0.95 - 4.64)
2.35(1.21 - 4.58)
2.12(1.24 - 3.62)
0.82(0.46 - 1.47)
1.84(0.94 - 3.59)
2.44(1.26 - 4.73)
1.72(0.91 - 3.22)
3.89(2.29 - 6.63)
3.67(2.21 - 6.08)
3.33(1.21 - 9.20)
1.57(0.65 - 3.76)
1.55(0.72 - 3.34)
2.40(0.94 - 6.09)
1.51(1.25 - 1.81)
0.49(0.40 - 0.61)
3.54(2.80 - 4.46)

11.16(8.08 - 15.43)
0.95(0.94 - 0.95)
0.96(0.96 - 0.97)
0.97(0.96 - 0.97)
0.96(0.96 - 0.97)
0.97(0.96 - 0.97)
0.96(0.95 - 0.96)
1.13(1.10 - 1.15)
4.55(3.54 - 5.84)
1.15(0.92 - 1.45)
2.48(1.55 - 3.96)
0.88(0.69 - 1.13)
1.04(0.84 - 1.29)
1.70(1.30 - 2.22)
5.91(4.87 - 7.17)
0.68(0.57 - 0.82)
0.63(0.53 - 0.76)
1.08(0.81 - 1.43)
0.71(0.43 - 1.20)
0.66(0.51 - 0.86)
0.55(0.42 - 0.73)
9.20(3.37 - 25.10)
13.80(5.88 - 32.39)
7.13(3.19 - 15.93)
1.05(0.41 - 2.70)
2.65(1.04 - 6.79)
13.29(5.86 - 30.15)
7.70(3.30 - 17.96)
15.00(6.64 - 33.87)
13.19(6.15 - 28.30)
7.79(2.28 - 26.60)
7.00(2.54 - 19.28)
3.20(1.09 - 9.42)
0.27(0.08 - 0.87)
1.69(1.41 - 2.02)
0.24(0.19 - 0.29)
3.06(2.46 - 3.79)

Reference Data Synthetic Data

Supplementary Material S8: Effect measure plot for the univariable logistic regression analysis on negative body image using datasets produced by CTGAN.
The blue graphics represent the odds ratios and confidence intervals of the original (training) data, whilst the orange graphics represents those belonging to the synthetic data.
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0 1 2 3 4 5

Odds ratios univariable analysis
DP-CGAN

Synthetic dataset with 3100 samples

Sexual attractiveness
Global Health status

Social functioning
Cognitive functioning
Emotional functioning

Role functioning
Physical functioning

Maladaptive coping style
BMI - Obesity

BMI - Overweight
BMI - Underweight

Time since diagnosis - 10-15 years
Time since diagnosis - <10 years

Targeted therapy
Hormone therapy

Radiotherapy
Chemotherapy

Tumour stage - missing
Tumour stage -  IV
Tumour stage - III
Tumour stage - II

Tumour type - Other
Tumour type - Myeloid haematological malignancies

Tumour type - Lymphoid haematological malignancies
Tumour type - Germ cell tumour

Tumour type - Bone and soft tissue sarcoma
Tumour type - Central nervous system

Tumour type - Thyroid gland
Tumour type - Female genitalia

Tumour type - Breast
Tumour type - Digestive tract other

Tumour type - Colon and rectal
Tumour type - Head and neck

Level of education - Low
Level of education - Medium

Partner
Biological sex

5.68(4.07 - 7.94)
0.94(0.94 - 0.95)
0.96(0.96 - 0.97)
0.97(0.96 - 0.97)
0.95(0.94 - 0.95)
0.97(0.96 - 0.97)
0.95(0.95 - 0.96)
1.19(1.16 - 1.22)
3.60(2.82 - 4.60)
1.26(1.02 - 1.56)
1.85(0.95 - 3.63)
1.03(0.81 - 1.31)
1.45(1.16 - 1.82)
1.36(0.99 - 1.85)
2.20(1.74 - 2.79)
1.43(1.19 - 1.71)
1.40(1.16 - 1.69)
1.20(0.88 - 1.64)
1.45(0.94 - 2.23)
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Reference Data Synthetic Data

Supplementary Material S9: Effect measure plot for the univariable logistic regression analysis on negative body image using datasets produced by DP-CGAN.
The blue graphics represent the odds ratios and confidence intervals of the original (training) data, whilst the orange graphics represents those belonging to the synthetic data.
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Supplementary Material S10: Effect measure plot for the multivariable logistic regression analysis on negative body image using datasets produced by Fast ML.
The blue graphics represent the odds ratios and confidence intervals of the original (training) data, whilst the orange graphics represents those belonging to the synthetic data.
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