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Abstract—IoT sensors offer a wide range of sensing capabil-
ities, many of which have the potential for health or medical
applications. Existing solutions for IoT in healthcare have notable
limitations, such as limited I/O protocols, limited cloud platform
support, and limited extensibility. Therefore, the development
of an open-source Internet of Medical Things (IoMT) gateway
solution that addresses these limitations and provides reliability,
broad applicability, and utility would be highly desirable. Com-
bining a wide range of sensor data streams from IoT devices with
ambulatory mHealth data would open the potential for providing
a detailed 360-degree view of the relationship between patient
physiology, behaviour, and environment. To harness this potential,
RADAR-IoT has been developed as an open-source IoT gateway
framework. Its purpose is to connect multiple IoT devices at the
edge, perform on-device data analysis, and integrate with cloud-
based mobile health platforms such as RADAR-base, enabling
real-time data processing.

Index Terms—IoT, Gateway, Healthcare, Radar-Base, Exten-
sible

I. INTRODUCTION

A. Internet of Things

The current landscape is witnessing a significant expan-
sion in modern sensing capabilities and network-connected
devices. This growth presents an opportunity to collect large-
scale health data continuously and remotely, facilitating timely
analysis for the identification and monitoring of individuals’
health status. Within the market, there exist numerous estab-
lished and emerging mobile health (mHealth) and Internet of
Things (IoT) platforms. These platforms have gained increas-
ing importance due to technological advancements and the
widespread integration of wearables into daily life. As a result,
unprecedented possibilities (e.g. home-based and ambulatory
monitoring and just-in-time interventions) have emerged in
both research and clinical applications.

The Internet of Things can be understood as the network
of physical objects—“things”—that are comprised of sensors,
software, and other technologies for the purpose of interacting
data with other devices and systems over the Global Internet.
The Internet of Things represents a wide category of devices
and sensors with the common attribute of network connec-
tivity, they form a superset that includes wearable devices
and smartphones. An IoT gateway device acts as a hub and
interconnects all IoT devices at a location (called at-edge,
i.e. near the source of the data) to the cloud-based platforms
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and IoT devices in other locations. Its functionality may also
include rudimentary processing of the data and security- and
privacy-oriented access. With recent developments such as
neural processing units (NPUs) for advanced AI and 64-bit
CPUs at the edge, this scenario becomes increasingly realistic
and exciting.

Surveys on the state of IoT in healthcare [1], [2] reveal that
most IoT platforms suffer from limitations such as limited
sensor support, closed-source systems, limited I/O protocols,
no proper cloud platform support, no demonstrable proof of
concept, and limited extensibility. To address these issues, we
designed an open-source Internet of Things (IoT) gateway
framework that can interconnect multiple IoT devices on
the edge, perform rudimentary analysis, and integrate well
with established mHealth platforms in the cloud. Finally, we
evaluated these capabilities in a proof-of-concept deployment.

B. Motivation and Related Work

The Internet of Medical Things (IoMT) sector of the health-
care market is projected to reach USD 534.3 billion by 2025,
expanding at a compound annual growth rate (CAGR) of
19.9% [3] as shown in Figure 1. In 2018, the market was
valued at USD 147.1 billion. This significant growth can be
attributed to the proliferation of wearables and IoT-enabled
devices into daily life, such as smart virtual assistants and
smart lighting, as well as the emergence of cloud computing,
which enables the management and deployment of millions of
connected IoT devices. However, uptake of these technologies
in the medical/healthcare domain is more attenuated with more
than 50% of doctors expressing concerns over IoT devices
reliability [4]. This is due to the fact that present IoT data
is often unprocessed, non-standardized, and lacks actionable
or valuable intelligence. The integration of data from multiple
devices with a mHealth platform capable of analysing real-
time data at both the network edge and in the cloud holds
the potential for the generation of actionable information,
with potentially large variety of sensors enabling more use-
cases and scenarios. Leveraging this combined data processing
capability, combined with appropriate validation, significant
advancements can be achieved in the realm of healthcare
with a detailed 360-degree view of the patient’s physiology,
behavior, and environment.

While there is a wide range of IoT platforms available in
the market, most of them are commercial or closed-source, and
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Fig. 1: The market trend of the Internet of Medical Things
(IoMT) [3]

even open-sourced platforms are typically consumer-oriented,
such as those designed for controlling smart home devices.
There is however a shortage of open-source mHealth platforms
that allow for interconnected IoT devices and offer a common
interface for collecting, aggregating, and analyzing real-time
data from multiple sources. These sources include wearables,
IoT sensors, mobile devices, and medical devices, which are
essential for research and clinical domains in healthcare.

Various IoT gateway frameworks are compared in Table I.
RADAR-IoT [16] takes inspiration from such frameworks for
its design and does not mean to be an alternative or replace
them, rather it tries to extend them, by either having the
potential to connect to them to collect the data, or, to pass data
to them, hence making use of existing functionalities of these
platforms. While having generalized platforms like these are
good for broader use cases, these do not shine for very specific
use cases, for instance, healthcare and remote monitoring
of patients. Most of the platforms typically use an internal
message bus, like D-Bus, but the benefits of having an external
industry-standard message broker are many-fold, e.g. event-
driven programming and analysis, language and platform-
agnostic publishers and subscribers, enormous extensibility
and interoperability. Some platforms are primarily cloud-based
(these can only function with a connection to their respective
cloud servers), this is a significant limitation where a local
network is preferred in privacy-constrained environments such
as hospitals. A Smart Gateway Framework for IoT Services
[7] and A Novel Cognitive IoT Gateway Framework [9] focus
on high-level context abstraction, cognition and knowledge.
While our target framework does not focus on this in the first
instance, it has high levels of abstraction to enable incorpora-
tion of such contexts, cognition and ontologies into the frame-
work in the future. The primary objective of the proposed IoT
framework was to enhance the existing RADAR-Base mHealth
platform by incorporating IoT sensor capabilities, while also
ensuring the framework’s extensibility to accommodate future
use cases and concepts. This integration would unlock the
potential to combine diverse sensor data streams from IoT
devices with ambulatory mHealth data and gain deeper insights
into the complex interplay between patients’ physiology, their
behavior and well-being, and the surrounding environment.
This can lead to more informed healthcare decisions and
personalized interventions.

Fig. 2: The overview of Radar-base [20]

The IoT environment is ubiquitous, making it impractical
to impose standards and expect universal compliance. The
large-scale network and heterogeneity of things in IoT domain,
along with the large number of events that can be generated
by these IoT devices, pose new challenges in application
development. These challenges make the development of solu-
tions in ubiquitous computing considerably more difficult [17].
Middleware can offer common services for applications, inte-
grate heterogeneous computing and communication devices,
and support interoperability within diverse applications and
services running on these devices. Essentially functioning as
hidden translation layer, middleware enables communication
and data management for distributed applications. RADAR-
IoT aims to be a middleware to overcome such challenges.

Existing IoT gateways shown in Table I are mostly com-
mercial or industrial. Some healthcare and research organi-
zations provide gateways as physical devices [18], limiting
their adoption and control. Kesavan et al [19] proposed a
gateway framework for smart health, but it is limited to a few
body-attached sensors, supports only Bluetooth and Wi-Fi, and
limited info is provided on cloud platform integration.

C. RADAR-Base

RADAR-base (Remote Assessment of Disease And Re-
lapses) [20] is an open-source platform that integrates data
streams from various wearables and mobile technologies to
collect sensor data in real-time and store, manage and share
the collected data, knowledge and insights with researchers
for analysis and actionable intelligence. As shown in Fig-
ure 2, it supports both passive and active data collection
through two applications, pRMT and aRMT, which monitor
movement, location, audio, calls, texts, and app usage, and
include questionnaires to gather patient information. RADAR-
base has been and is currently being used in various research
studies [21], [22], [23], [24], [25], [26], [27], [28], [29],
[30], [31], [32], focusing on personal sensing. However, the
platform’s integration with wearable devices is limited by
vendor availability of SDKs and REST APIs. RADAR-IoT
extends the platform to include IoT sensors enabling support
of a wider range of use cases.
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No. Name Open-
source? Extensibility Flexibility Usage Edge Support Cloud support Edge Computing

1

ESF IoT Edge
Framework
(based on Eclipse
Kura) [5]

No Fair Good Commercial
or Industrial

General
industrial
protocol support
(like GPIO)

Multiple clouds
supported but
none healthcare
specific

Fair support with
visual wiring for
data flows

2 Eclipse Kura [6] Yes Fair Good Commercial
or Industrial

Most industrial
protocols (like
GPIO) and
MQTT

Limited Cloud
support and hard
to setup but
extensible using
java

Fair support with
visual wiring for
data flows

3

A Smart Gate-
way Framework
for IoT Services
[7]

No Good at edge
but not cloud

Very
good Industrial

Good support
with ontologies,
context manager
and device
catalogs

Poor, only
supports
Thingspeak,
requires at-edge
HTTP server that
needs to open
ports

Rudimentary
processing using
Rules

4

ubiworx IoT
Gateway
Software
Framework
[8]

No Very good Good Commercial
or Industrial

Large amount
of protocols
and interfaces
supported

Good
connections
and protocol
support for
clouds

Good support but
extending can be
hard with Lua
scripting

5
A Novel Cogni-
tive IoT Gateway
Framework [9]

No, only
a theo-
retical
frame-
work

Fair Very
good

All types of
use

Not clear which
protocols are
supported but
the cognitive
system does have
ability to support
multiple ones
with some added
complexity

Not clear but sug-
gested support

Computation and
analytics on data
from sensors
based on the
rules set

6 DeviceHive [10] Yes Good Fair All types of
use Rudimentary Good Poor or not

present

7 ThingSpeak [11] Yes Fair

Good in
cloud,
None at
edge

All types of
use

None, primarily a
cloud based plat-
form

Only self
(Thingspeak)
support

None, only cloud
based analytics

8 Thinger.io [12] Yes Fair, Good in
cloud

Fair,
good in
cloud

Any type of
use

Not much since
primarily a cloud
platform but
supports various
gateway devices

Good, with
NodeRED wiring
and real-time
display and
triggers

None, cloud
based only

9 Zetta [13] Yes
Require cod-
ing and not
good at edge

Not
good at
edge

Any type of
use Rudimentary

Good with
nodeJS, API
and reactive
paradigm

None, primarily
cloud based

10 Open Remote
[14] Yes Good Good Industrial

Very good
with common
protocols
supported

Only self
(Open Remote)
supported

Good support
with data
analytics, rules
and automation

11 ThingsBoard
Gateway [15] Yes Good Good All types

Very good with
most protocols
supported

ThingsBoard
only Rudimentary

TABLE I: IoT gateway frameworks comparison.

D. Design Requirements

Several challenges were considered here due to the diverse
nature of the IoT ecosystem as they influence the needs and
design decisions for the IoT Gateway module as mentioned
in the survey [17]. An IoT edge framework is proposed with
design informed based on the following:

1) Extensibility and flexibility: allow integration of any
sensor or source and destinations.

2) Modularity: allow for services/components to commu-
nicate through a common API, allowing them to be
augmented or replaced by custom implementations fa-
cilitating re-usability.

3) Support a Publish/Subscribe design pattern [33]: allows
local-level interoperability and scalability at the edge.

4) Allow data can be consumed, processed and uploaded in
several ways flexible enough to accommodate new use
cases and requirements.

5) Operate on low-power and resource-edge devices (like
raspberry pi zero [34]).

6) Reliability: the system should allow continuous moni-
toring from a host of different sensors with different
hardware interfaces with data standardisation.

7) Data analysis: including AI applications and machine
learning at the edge.

8) Enable remote deployment and orchestration of services
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Fig. 3: Architecture Overview of RADAR-IoT

at scale.
9) Provide for interoperability with other IoT devices com-

plying with a subset of the OSGI standard [35].
10) Support service and machine discovery at the edge.
11) Designed using modern technologies to get the best-in-

class features and performance.

II. ARCHITECTURE

RADAR-IoT (RADAR-base - Internet of Things) is a
flexible and extensible Internet of Things edge gateway [36]
framework for connecting a wide variety of sensors and
provision of flexible data processing of those inputs and sup-
port for uploading IoT sensor data to RADAR-base platform.
RADAR-IoT also supports uploading to InfluxDb [37] (local
or cloud) and provides real-time visualization on Grafana [38]
dashboards and can be easily extended to include more cloud
destinations. All the components are based on abstract base
components, streamlining the addition of more data processing
variants and sensors. The use of an external industry standard
publish/subscribe [33] platform like Redis [39] or MQTT [40]
makes the RADAR-IoT framework language and platform
agnostic.

A. Architecture Overview

The architecture of the RADAR-IoT framework, as shown
in Figure 3, illustrates its components and data flows from left
to right, culminating in the transmission of data to external
services. The framework is very flexible and compatible with
various IoT sensors (e.g. environment sensors, video and au-
dio) through standard Input/Output protocols (like I2C, GPIO,
Serial and more). Data points are validated using a schema
and converted into a format suitable for downstream com-
ponents. These messages are then forwarded or published to
the publisher-subscriber platform, where multiple consumers
can access them. One such consumer reads these messages
and uploads them to external services such as the dashboard
and the RADAR-Base platform [20]. The detailed architecture
of the framework, depicted in Figure 4, portrays its various
layers and components. Once data is published, it can be used
in diverse ways, including cloud transmission, on-device data
analysis or processing, and Node-Red [41] flows (which is
further discussed below).

Fig. 4: Detailed architecture of RADAR-IoT

B. Publish/Subscribe Broker or Message Queue

RADAR-IoT uses a Publish-Subscribe (pub-sub) broker
[33] as a message queue for publishing and consuming
sensor data, providing several benefits. Firstly, an external
and widely used pub-sub system (such as Redis [39], Kafka
[42], or MQTT [40]) enhances reliability over creating a
custom internal message bus, allowing direct data syncing
to the cloud running the same pub-sub broker. Secondly, the
framework enables bi-directional production and consumption
of data between the data-consumer and external applications
or services. This also allows for multiple types of publishers,
such as broadcasting data from one device to another anywhere
on the same network. Thirdly, event-driven programming and
analysis are supported. Lastly, publishers and subscribers are
language and platform-agnostic.

C. OGC Sensor Things API

The Open Geospatial Consortium OGC SensorThings API
provides an open, geospatial-enabled and unified way to
interconnect the Internet of Things (IoT) devices, data, and
applications over the Web [35]. A subset of specifications
from OGC API was used to design the RADAR-IoT
framework.

The channel or topic names in the Publish/Subscribe system
provide a standard to specify the task, hence providing a
standardised way to publish and consume data. Using this
approach canonically named endpoints for controlling and
configuring the sensors can be exposed. For instance, for a
sensor with <sensor-name >we use the following format for
various endpoints

• /sensor/<sensor-name>/data-stream
• /sensor/<sensor-name>/error
• /sensor/<sensor-name>/control
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• /sensor/<sensor-name>/config
We have exposed an endpoint that contains comprehensive

metadata from the sensors in operation, essentially making the
system self-describing.

D. State Machine

A state machine, also known as a finite state machine, is a
mathematical model used to describe the behavior of systems.
It consists of a set of states, transitions between those states,
and actions. In a state machine, the system is always in one
of a finite number of states, and the transitions between those
states are triggered by events or conditions. Incorporating
a state machine [43] into the sensor abstractions for the
purpose of capturing and monitoring sensor lifecycle events
confers enhanced visibility and insight into the framework
and sensors, thereby enabling more resilient fault isolation,
diagnosis, and efficient resolution. The resulting events and
logs of a particular state are also disseminated to the pub-sub
system, thereby enabling downstream and upstream consumers
and applications to leverage them for a diverse range of tasks.

E. Abstraction

The RADAR-IoT framework leverages interfaces and ab-
stract classes to a significant extent. The adoption of object-
oriented programming principles [44] grants the system en-
hanced flexibility and extensibility. Among the specific ad-
vantages are the following:

• The majority of the components are abstracted and
reusable. The Sensor abstract class serves as the funda-
mental unit for collecting sensor data, with all sensor
implementations required to extend this class or one of
its subclasses.

• The framework facilitates the creation of new abstractions
based on existing ones.

• The system’s extensibility, encapsulation and reusability
are augmented.

• Reliable incremental testing is enabled, as only the spe-
cific extension needs to be unit tested, given that the
abstractions have already been tested.

F. Security and Privacy

When collecting health and environmental data, security
and privacy are paramount concerns, particularly given the
substantial number of endpoints in IoT systems. To address
these issues, RADAR-IoT incorporates several measures. The
gathering of sensor data happens over a secure channel acces-
sible only through hardware interfaces. After data is gathered
from the sensor, it is transmitted to the publish/subscribe
broker, which can be configured with a strong username and
password to ensure that publishers and subscribers authenticate
before accessing or submitting data. Additionally, all data
is associated with pseudonymised identifiers to safeguard
privacy and prevent user or environment identification. In
cases where identifiable data such as audio is involved, on-
device feature extraction is performed to extract non-reversible
features which can be published in place of the raw audio. This

feature extraction capability is integrated into the RADAR-IoT
framework as a module. Finally, when uploading data to the
cloud, RADAR-IoT employs the standard security mechanisms
of the target systems. For instance, the RADAR-Base system
employs the OAuth 2.0 [45] industry standard for securing
data at REST.

G. Data Typing and Schematisation

Data typing, validation and standardization are provided
with the help of Avro Schemas [46]. The data collected from
the sensors is validated against a given Avro schema based on
sensor type and only then it is converted to be published, this
helps standardise the data and manage schema evolution and
backward compatibility. The converter can be configured to
read schemas from a variety of different sources including the
local filesystem, hosted files on GitHub and from the Confluent
Schema Registry component [47]. The converter can also be
configured to disable validation if it is not required. The data
accepted by the RADAR-Base mHealth platform also needs
to be in Avro format and hence the final step also includes
schema validation for the data. If the data is not compatible
with the schema, the data will not be accepted for publishing.

H. Methods of Deployment

The RADAR-IoT platform is modular and comprises 3
different components that need to be deployed:

1) The Python module connects to Sensors and handles I/O.
It also validates the data using Avro Schemas [46] and
converts it into a more useful format before publishing
to the pub-sub broker.

2) The Publish-Subscribe Broker (current options include
Redis [39], MQTT [40])

3) The data consumers, this module can be used to upload
data to the cloud, on-device analytics and more.

By packaging the framework as Docker images we can
use orchestration frameworks like Nebula [48] for deploying,
maintaining and upgrading (remotely) on a very large number
of IoT devices with consistency and reliability.

I. Methods for Management, Maintenance and Monitoring

The management and orchestration of services in an IoT
platform an important aspect of non-trivial deployments, es-
pecially if the platform needs to scale to hundreds of thousands
of devices. A common scenario is having a large number
of devices and needing to update the version of the sensor
interface service on all of them, doing this manually on each of
those (even remotely) is not feasible. RADAR-IoT addresses
this through automation using external open-source solutions
for management, maintenance and monitoring. These include:

• Management and maintenance: Nebula [48] (an orchestra-
tion tool for IoT devices that use Docker-based services)
and Dataplicity [49] (a remote IoT device management
service)

• Monitoring: Node-Red [41] + Grafana [38] (providing
inter- and intra-device monitoring and alerting) and Net-
data [50] (professional system monitoring)
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(a) RADAR-IoT simple deployment configuration

(b) RADAR-IoT deployment in master-slave configuration

(c) RADAR-IoT Deployment configuration for local network (no internet
access required)

Fig. 5: Deployment samples

III. DEPLOYMENT CONFIGURATIONS

The RADAR-IoT framework’s modular architecture allows
for deployment in various configurations to meet diverse use
cases. Some typical patterns are discussed below.

A. RADAR-IoT Configurations

1) Multiple Master Devices: This configuration, as depicted
in Figure 5(a), allows for one or multiple autonomous IoT
gateway devices running RADAR-IoT to gather data from
sensor sets. These devices operate independently and do not
communicate with each other.

2) Master and Slaves: The proposed configuration, as
illustrated in Figure 5(b), involves the utilization of a master-
slave architecture within the RADAR-IoT framework. In this
setup, a single master device acts as the primary gateway and
hosts all components of the framework. Multiple slave devices
equipped with sensors are responsible for interfacing with and
collecting data from the sensors. These slave devices transmit
the collected data to the master device. The master device can
also directly interface with and collect data from the sensors
if needed. However, only the master device interacts with data

Fig. 6: Example Node-Red workflow augmenting RADAR-
IoT

uploading and consuming services, such as dashboards and
cloud platforms.

This configuration offers several advantages, especially in
situations where deploying multiple independent IoT gate-
way devices is not feasible or resource constraints exist.
By employing a master-slave architecture, data collection
and management are optimized while minimizing resource
utilization. This approach ensures efficient and centralized
data processing while accommodating limitations in terms of
available resources or deployment feasibility.

3) Local Network Only: While deployment configurations
a) and b) typically utilise a remote or cloud-hosted RADAR-
base platform, it is also possible to deploy RADAR-base on
the local network servers and so satisfy criteria for local de-
ployment. This configuration precludes internet access, which
is typically designated for in-hospitals where transmitting
data outside the internal network is not desired. Since all
RADAR-IoT components and associated external services are
open-source, they can be deployed on local network comput-
ers/servers and operate effectively in a completely isolated en-
vironment. The example configuration depicted in Figure 5(c)
comprises the RADAR-Base platform, the Grafana dashboard
for visualization, and the AI/ML data consumer for anomaly
detection, all of which are supported by RADAR-IoT.

B. Node Red Workflows

Node-RED is a low-code programming tool that enables the
integration of hardware devices, APIs, and online services in
novel and innovative ways. It features a browser-based editor
that facilitates the creation of flows using a diverse range of
nodes from the palette, which can be deployed to its runtime
with a single click [41]. Node-RED is capable of generating
a large number of flow combinations for various use cases, as
demonstrated by an example use case of alerting in Figure 6.
To read data from RADAR-IoT, only the Redis-In or MQTT
node (based on the pub-sub broker in use) is required. The
example in 6 illustrates an alert workflow that triggers an
email if no data is received within a specified time window,
such as two hours. This feature enables administrators to
investigate potential issues with data collection. Another flow
demonstrated is reading audio from MQTT broker, performing
feature extraction and then uploading it to the cloud.

This potentially makes the framework extremely extensible
to support a very wide variety of outputs with the help of
nodes and flows.
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Fig. 7: RADAR-IoT use-case with a third-party cloud IoT
platform like Google Cloud IoT [51]

C. Connection to Other Cloud IOT Platform Backends

The RADAR-IoT framework is highly flexible and supports
the Grafana dashboard and RADAR-Base platform. Moreover,
it can be easily extended to multiple cloud backends, as
demonstrated in Figure 7. For instance, third-party IoT cloud
platforms such as Google Cloud IoT [51] can be seamlessly
integrated with the RADAR-IoT gateway framework due to
the publish-subscribe broker feature that most IoT platforms
offer.

IV. POC DEMONSTRATION

A. Aims

A Proof-of-Concept (PoC) demonstration of the RADAR-
IoT framework is discussed here to illustrate the following
objectives:

• Evaluate and demonstrate the framework in a real-world
setting.

• Establish that the integration framework and the sensors
perform as expected.

• Collect some real-world sensor data with positive control
test conditions to assess changes in state to a known
perturbation.

B. Methods

For this study, the RADAR-IoT framework was deployed in
two distinct settings: a shared office space and a home-based
environment, using a Raspberry Pi 4B device [34] equipped
with four types of sensors - air quality, motion, temperature
and humidity, and light - connected via the Grove Pi hat [52].
Data was collected over a period of three months, during which
a diary was kept for 14 days to document any positive control
events in the home-based setting, such as coughing, sneezing,
opening a window, physical activity in the room, and turning
heating on/off. The collected data was uploaded to both a real-
time Grafana dashboard and the RADAR-Base platform for
historical analysis.

C. Results

Figure 8 shows one of the deployments on the framework
on a Raspberry Pi 4B [34] with a Grove Pi hat [52] and

Fig. 8: Lab deployment of the RADAR-IoT framework on a
Raspberry Pi 4B [34] and Grove Pi hat [52] with 3 sensors
(top: Motion Sensor, middle: Air Quality Sensor and bottom:
Temperature and Humidity sensor)

3 plugged-in sensors. This is the first deployment that was
installed in the shared office space.

Figure 9 shows the dashboard screen for a week of data
collected from the above office deployment.

After pre-processing the data (excluding outliers) and taking
the days with at least one “open-window” diary event, the
correlation between the positive diary event of “open-window”
with the “air-quality” sensor values was found to be on average
-0.61 using the spearman correlation coefficient [53]. This
negative correlation is expected since opening the window will
improve the air quality in the room and result in decrease in
air pollutants.

The Light sensor data collected over a week of monitoring
is presented in Figure 10. The plot shows expected patterns
of light values, with higher values recorded in the morning
when the sun rises and the room receives natural light. As the
sun starts to set, there is a gradual decrease in the amount of
light recorded by the sensor. When the artificial light in the
room is turned on, the values jump steeply to form a second
smaller peak (to the right side of the sunlight peak). The red
line in the plot marks the local time of 10:30 PM, which is
approximately when the user of the room goes to sleep and
turns off the light, resulting in the light sensor values dropping
to near 0.

The data collection apparatus was left on for a period of
approximately 3 months to measure the completion of data.
Monitoring of the setup was limited to biweekly checks,
with only one issue reported during the monitoring period,
which was due to a change in the home’s Wi-Fi network.
The RADAR-IoT framework employed in this study has a
caching mechanism that enables it to store data locally when
the connection to the backend or cloud is unavailable. This
allows for the caching of as much data as the available disk
space permits, which can then be uploaded to the backend once
the connection is restored. Table II presents the completion
metrics for the sensors over the 3-month period, providing
valuable insights into the reliability and performance of the
data collection system.

All the data from the home-based setting (including the
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Fig. 9: Real-time Dashboard. From top to bottom the sensors are Air Quality, Temperature, Humidity and Light. The green
areas are times of day (9:00-18:00) during the weekends (holiday) while blue areas are times of day (9:00-18:00) during the
weekdays. As expected the values differ between the weekdays and weekends for almost all the data due to variations in room
population. For instance, there is higher Motion, Air quality and temperature during the weekdays since people are working
in the room while lower humidity as compared to the weekends.

Fig. 10: Light Sensor Data. Intraday variance during the day can be seen corresponding to sunrise and sunset.

TABLE II: Completion of data from home-based monitoring

Sensor Percent
Completion (%)

Sampling
Interval (Second)

Air Quality [54] 90.94 5
Temperature and Humidity [55] 91.46 10

Motion [56] 83.58 1
Light [57] 86.59 30

events diary data) is included here. The data is pseudonymised
according to the policies and processes of the RADAR-Base
platform which provides pseudonymised sensor data.

D. Ethics

The ethical approval for this proof-of-concept was waived
by the Research Ethics Committee (REC) of King’s College

London (KCL) as there was no collection of primary data from
human participants.

V. VALUE ADDITION BY RADAR-IOT
Using the RADAR-IoT framework with the RADAR-Base

mHealth platform provides a 360° view into a user’s health
and environment combining static IoT sensors dependent on
an edge device and ambulatory wearable devices, providing
rich information including data from:

• Wearable devices.
• Mobile phone sensors and interactions.
• Questionnaires and tasks.
• Environmental sensors like indoor air quality, tempera-

ture, humidity and toxic gas levels and many other sensor
classes.
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We discuss some potential application areas of monitoring
using the RADAR-IoT system, this data can also be sent to
the RADAR-Base mHealth platform to combine wearable data
for the purposes of generating digital biomarkers.

Managing infection control can be challenging in hospital
wards, monitoring systems could be used to track room visits
and monitor coughing, sneezing and even particulate levels
in rooms to give a readout of the status of air quality or the
dynamics of airflow through a building.

Continuous passive monitoring of cough, sneezing, and
snoring (including apnea and hypopnea) could be monitored
using microphone and air sensors. This is interesting especially
where the environment contributes directly to the disease and
symptoms. For instance in the case of chronic pulmonary
disorders, poor air quality can have an adverse effect on the
user’s health including increased duration and intensity of
coughing and wheezing. It was also shown [58] that poor
air quality can even be an important factor in depression and
anxiety relapse. Similar studies show that air quality improved
after introduction of the London Ultra Low Emission Zones
(ULEZ) [59]. These were introduced due to high air pollution
in the city cause health issues for residents [60].

Another example use case is for monitoring of conditions
where the participants impaired motor control or cognitive
ability affect the capacity for everyday living function such
as in dementias such as Alzheimer’s disease [61]. In such
cases, certain environmental events can be captured using the
RADAR-IoT framework which could help in understanding
the progression of disease or loss of activities of daily living
e.g. using door or motion sensors to detect when a partici-
pant opens a door or cupboard. Using a range of different
sensing capabilities to monitor to build up a picture of home-
based utility while simultaneously complementing this with
wearable sensors to provide insight into their behaviour and
physiology. With an increasingly elderly population, improved
in-community care for patient populations will be a significant
requirement, this type of continuous, passive monitoring and
risk assessment or critical event detection could be incorpo-
rated into and augment a future care system.

VI. CONCLUSION

RADAR-IoT takes inspiration from existing work in IoMT
and seeks to address a number of limitations with current
IoT gateway frameworks. These include being closed source,
limited number or type of sensors and I/O protocols, restricted
interoperability and scalability, no demonstrable support of
cloud platforms and limited demonstration of proof-of-concept
and integration with a cloud system that is well-tested in the
real-world [1] [2] [17] [62].

In the design and proof of concept, deployment highlights
a number of important areas where RADAR-IoT differentiates
itself from related systems. Firstly, for interoperability, the
system is device, sensor and programming language agnostic.
The open-source nature of RADAR-IoT makes it readily
extensible and the modular design allows for ease of com-
position. Lastly, it supports a wide range of IoT input-output
protocols and multiple data sinks, including but not limited to,

the RADAR-base mHealth platform, on-device AI and ML,
and the Grafana dashboard. On the security and privacy side,
RADAR-IoT supports industry-leading security and medical-
level privacy using standards such as identity management,
OAuth 2.0 [45], encryption at REST, pseudo-anonymisation
and data schematisation and typing. Integration with RADAR-
base [20] provides a well-established open-source mHealth
cloud backend, for data collection, aggregation, transformation
and more compute-intensive analytics and a combination of
different types of data sources like wearables, IoT sensors,
mobile apps and eCRFs.

The RADAR-IoT framework provides an edge gateway
framework for integrating IoT sensors into existing cloud
backends while also supporting the ability to be used on
isolated local networks such as within a hospital. With the
rapidly evolving digital healthcare space, there is an excellent
opportunity for sensing capabilities and automation of IoT in
Healthcare. This combined with the diverse challenges and
the increasing gap of technologies [62] providing solutions,
the RADAR-IoT framework provides a novel open-source
architecture for those looking to implement IoT to research
or clinical work in healthcare.

We demonstrated a proof of concept using RADAR-IoT to
flexibly connect a range of IoT sensors and how this data
could be collected and used with various 3rd party integrations.
This showed the system and data collection operating as
expected with sensors responding appropriately to changes
in the environment. The RADAR-IoT framework achieved
a major breakthrough by adding cutting-edge IoT data col-
lection capabilities to the already widely-used RADAR-Base
mHealth platform’s ambulatory health monitoring system. By
incorporating static IoT sensors, the platform now provides a
comprehensive 360-degree view of both patients’ health and
environment, allowing for a more holistic understanding of
how these factors interact and impact patient outcomes. This
innovation has the potential to revolutionize the field of health
monitoring and bring about significant improvements in patient
care.

RADAR-IoT provides a reference implementation of the
architecture that is a good starting point for the implementation
of IoT in healthcare and beyond. These open-source data
collection capabilities are a key part of the next generation
of research and healthcare automation and responsive infras-
tructure. While the platform is novel and works well in a
real-world setting, some limitations exist: these include limited
sensor implementations currently, limited support for unique
device types other than sensors (like audio, video), required
technical knowledge and lack of a remote sensor catalog (a
repository of all the sensor implementations for RADAR-IoT).
Future work on the RADAR-IoT will involve mitigating these
limitations. These improvements include a full gateway with
both the software framework and the hardware device bundled
solution for ease of use. This can also be pre-configured
with sensors, e-sims, battery pack and software components
based on disease types for a more plug-and-play solution.
Moreover, to fully demonstrate the practical value of the
framework, it is imperative to conduct further pilot studies
that evaluate its performance in real-world use cases. These
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studies should involve detailed analysis of data collected from
wearables, apps, and IoT sensors, and should aim to provide
concrete evidence of the framework’s effectiveness and utility
in improving patient outcomes.
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